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DETAILED ACTION 



1. 



Claims 1-17 are pending. 



Claim Rejections - 35 USC §101 



35 U.S.C. 101 reads as follows: 



Whoever invents or discovers any new and useful process, machine, manufacture, or composition of matter, or 
any new and useful improvement thereof, may obtain a patent therefor, subject to the conditions and 
requirements of this title. 

2. Claims 12 and 16 are rejected under 35 U.S.C. 101 because the claimed invention 
is directed to non-statutory subject matter. 

Claims 12 and 16 recites a computer program which makes a computer carry out 
functions. These claims are directed to a program and instructions. Thus, are purely program 
per se because the claimed program and functions are not embodied on a tangible medium. 

MPEP: 2106.01 [R-5] - 1. FUNCTIONAL DESCRIPTIVE MATERIAL: "DATA STRUCTURES " 

REPRESENTING DESCRIPTIVE MATERIAL PER SE OR COMPUTER PROGRAMS REPRESENTING COMPUTER LISTINGS 
PERSE 

Data structures not claimed as embodied in computer-readable media are descriptive material per se and are not statutory 
because they are not capable of causing functional change in the computer. See, e.g.,Warmerdam, 33 F.3d at 1 361 , 31 USPQ2d at 
1760 (claim to a data structure per se held nonstatutory). Such claimed data structures do not define any structural and functional 
interrelationships between the data structure and other claimed aspects of the invention which permit the data structure's 
functionality to be realized. In contrast, a claimed computer-readable medium encoded with a data structure defines structural and 
functional interrelationships between the data structure and the computer software and hardware components which permit the data 
structure's functionality to be realized, and is thus statutory. 

Similarly, computer programs claimed as computer listings perse, i.e., the descriptions or expressions of the programs, 
are not physical "things." They are neither computer components nor statutory processes, as they are not "acts" being performed. 
Such claimed computer programs do not define any structural and functional interrelationships between the computer program and 
other claimed elements of a computer which permit the computer program's functionality to be realized. In contrast, a claimed 
computer-readable medium encoded with a computer program is a computer element which defines structural and functional 
interrelationships between the computer program and the rest of the computer which permit the computer program's functionality to 
be realized, and is thus statutory. See Lowry, 32 F.3d at 1583-84, 32 USPQ2d at 1035. Accordingly, it is important to distinguish 
claims that define descriptive material per se from claims that define statutory inventions. 



Claim Rejections - 35 USC §112 

The following is a quotation of the second paragraph of 35 U.S.C. 112: 
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The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the 
subject matter which the applicant regards as his invention. 

3. Claims 1-5 and 9 recite the limitation " own terminal" in a request unit. There is 
insufficient antecedent basis for this limitation in the claim. 

Claims 1 and 9 recites "a registration request unit which sends the certificate to the 
management server, to make a request for registration of the network address, which is assigned 
to the own terminal , the authentication server comprising". Claims 1 and 9 recites "the 
terminal" but "the own terminal" was not recited previously. Thus, it is unclear whether the 
terminal and the own terminal are different terminals or one in the same which then suggests it 
is a grammatical error. 

All dependent claims are also rejected by virtue of their pendency. 

Claim Rejections - 35 USC §103 

The following is a quotation of 35 U.S. C. 103(a) which forms the basis for all obviousness 
rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

4. Claims 1-17 are rejected under 35 U.S.C. 103(a) as being unpatentable over Donley, 
et al. (US 7,190,948), and further in view of Hind, et al. (US 6,823,454). 

As per claim 1: 

Donley discloses a communication management system comprising: 
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a terminal of a user; (col. 4, lines 42-60; subscriber is the user and terminal given as 
communication device of the subscriber.) 

an authentication server which authenticates the terminal; and (col. 3, lines 59-60) 

a management server which manages network address which uniquely identifies the 
terminal on a network (col. 8, lines 23-33), the terminal comprising: 

a holding unit which holds a device ID which is specifically assigned to the terminal in 
such a manner as to uniquely identify the terminal; (col. 8, lines 19-23; device ID is given as 
credentials associated with the subscriber where it includes unique user/ subscriber identifier (col 6, lines 
31-35 and 43-44).) 

an authentication request unit which reads the device ID from the holding unit, and 
sends the device ID to the authentication server to make a request for authentication; 
(col.8, lines 14-18) 

a certificate acquisition unit which acquires a certificate, which certifies success in the 
authentication, from the authentication server; and (col. 2, lines 64-67 and col. 7, lines 13-16) 

a registration request unit which sends the certificate to the management server, [to make 
a request for registration of the network address], which is assigned to the own terminal (col.8, 
lines 30-54), the authentication server comprising: 

an authentication reception unit which acquires the device ID from the terminal and 
receives the request for the authentication; (col. 3, lines 59-60 and col. 6, lines 31-35 and 43-44) 

an authentication unit which authenticates the correctness of the device ID of the 
terminal; and (col. 6, lines 44-49) 
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a certificate issue unit which issues a certificate when succeeding in the authentication of 
the terminal (col. 3, lines 46-50), the management server comprising: 

a database which holds an ID which uniquely identifies the terminal, and the network 
address in a manner that they are associated with each other; (col. 6, lines 43-50) 

a registration reception unit which acquires the certificate from the terminal, and [receives 
the request for registration of the network address of the terminal]; (col. 7, lines 8-11) 

a registration unit which verifies the correctness of the certificate, and [registers the ID and 
the network address of the terminal in the database when the certificate is confirmed to be 
correct]; (col. 7, lines 13-16) 

[an inquiry reception unit which receives the request for inquiring the network address of the 
terminal;] 

a search unit which searches through the database on the basis of the ID of the terminal 
as the target of an inquiry, to acquire the network address of the terminal; and (col. 8, lines 12- 
40) 

an answer unit which answers search result. (col. 8, lines 37-54) 
Although Donley discloses the terminal, authentication server, and certificate server 
wherein the device ID identifies the terminal and its associated address. However, Donley did 
not go into details of the request for registration of the network address of the terminal and 
registers the ID and network address of the terminal in the database when the certificate is 
confirmed to be correct. 

Hind discloses an invention for using device certificates to authenticate serves before 
automatic address assignment (col.l, lines 14-18). Hind discusses a DNS server maintains a 
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stored mapping of host names to IP addresses. Upon receiving a query for a particular host 
name, the DNS server can return the stored IP address mapped to the associated host name 
(col.l, lines 35-38). This suggests the ID and network address are associated with each other 
and are registered. Hind the server requesting an assigned address is authenticated before 
assigning an address thereto so that the source of the automatically assigned address can be 
authenticated before the address is used by the server (col. 3, lines 42-53 and col. 12, lines 15- 
42). Hind discusses receiving an address assignment response, authenticating the device and 
returning the address response to the server device (col. 4, lines 1 1-24). Hind uses a serial 
number or other identifier is used as a unique identifier that will authenticate the device (col.l 1, 
lines 56-67). Authentication at the physical level makes it much more difficult to compromise 
the security of the device (col. 9, lines 50-67) and validates the requester is authentic before 
obtaining and returning the requested address (col. 14, lines 30-60). Thus, Hind's invention 
provides protection from tampering and hacking (col. 3, lines 15-37). 

Therefore, it would have been obvious for a person ordinary skills in the art to combine 
Donley with Hind to teach registers the ID and network address of the terminal in the database 
when the certificate is confirmed to be correct with the request for registration of the network 
address of the terminal because this validates the requester that the identity is verified as 
legitimate before responding with an associated address, thus, protects from tampering or 
hacking (Hind - col.3, lines 14-37 and col. 9, lines 50-67 and col. 14, lines 30-60). 
As per claim 2: See Hind - col.3, lines 1-6; discussing a communication management system 
according to claim 1 , wherein the holding unit holds the device ID in such a manner that the 
device ID is un-rewri table from outside. 
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As per claim 3: See Donley - col. 6, lines 31-35 and Hind - col.l 1, lines 56-67 and col. 12, lines 
15-42; discussing a communication management system according to claim 1, wherein the 
authentication server further comprises an ID issue unit which issues an ID for uniquely 
identifying the terminal when succeeding in authentication of the terminal, wherein the 
registration reception unit receives the ID from the terminal, the ID being issued by the ID issue 
unit to the terminal, and the registration unit registers the ID, issued by the ID issue unit to the 
terminal, and the network address in the database. 

As per claim 4: See Donley - col. 8, lines 7-25; discussing the communication management 
system according to claim 1 , wherein the management server further comprises a group 
database which holds information related to a group including a plurality of the terminals, 
wherein the inquiry reception unit receives a request for an inquiry about the group, and the 
search unit searches through the group database on the basis of the request for the inquiry. 
As per claim 5: See Donley - col. 8, lines 12-54 and Hind - col.l 1, lines 17-30 and col. 12, lines 
15-42; discussing the communication management system according to claim 1, wherein the 
management server further comprises a matching control unit which controls matching of a 
communication partner between the terminals, wherein the inquiry reception unit receives a 
requirement for the communication partner, and the search unit searches through the database 
on the basis of the requirement, and the matching control unit determines the communication 
partner on the basis of search result, and the answer unit answers the communication partner. 
As per claim 6: 

Donley discloses a method for managing communication comprising: 
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reading a device ID by a terminal of a user, the device ID unique to the terminal being 
held in a memory in the terminal; (col. 6, lines 31-35; subscriber is the user and terminal given as 
communication device of the subscriber (col.4, lines 42-60).) 

sending the device ID from the terminal to an authentication server for authenticating the 
terminal; (col. 8, lines 14-18; device ID is given as credentials associated with the subscriber where it 
includes unique user/ subscriber identifier (col.6, lines 31-35 and 43-44).) 

authenticating the correctness of the device ID by the authentication server; (col.6, lines 
44-49) 

issuing a certificate for certifying success in authentication by the authentication server, 
when succeeding in the authentication; (col. 3, lines 46-50 and col. 7, lines 8-11) 

sending the certificate from the authentication server to the terminal; (col. 7, lines 8-16) 
sending the certificate from the terminal to a management server, the management server 
managing a network address for uniquely identifying the terminal on a network; (col. 8, lines 12- 
40) 

verifying the certificate by the management server; and [storing an ID for uniquely 
identifying the terminal and the network address in a database by the management server, in a 
manner that they are associated with each other, when the certificate is confirmed to be correct], 
(col.8, lines 37-54). 

Although Donley discloses the terminal, Authentication server, and certificate server 
wherein the device ID identifies the terminal and its associated address. However, Donley did 
not go into details of storing an ID for uniquely identifying the terminal and the network address 
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in a database by the management server, in a manner that they are associated with each other, 
when the certificate is confirmed to be correct. 

Hind discloses an invention for using device certificates to authenticate serves before 
automatic address assignment (col.l, lines 14-18). Hind discusses a DNS server maintains a 
stored mapping of host names to IP addresses. Upon receiving a query for a particular host 
name, the DNS server can return the stored IP address mapped to the associated host name 
(col.l, lines 35-38). This suggests the ID and network address are associated with each other 
and are registered. Hind the server requesting an assigned address is authenticated before 
assigning an address thereto so that the source of the automatically assigned address can be 
authenticated before the address is used by the server (col. 3, lines 42-53 and col. 12, lines 15- 
42). Hind discusses receiving an address assignment response, authenticating the device and 
returning the address response to the server device (col. 4, lines 1 1-24). Hind uses a serial 
number or other identifier is used as a unique identifier that will authenticate the device (col. 1 1 , 
lines 56-67). Authentication at the physical level makes it much more difficult to compromise 
the security of the device (col. 9, lines 50-67) and validates the requester is authentic before 
obtaining and returning the requested address (col. 14, lines 30-60). Thus, Hind's invention 
provides protection from tampering and hacking (col. 3, lines 15-37). 

Therefore, it would have been obvious for a person ordinary skills in the art to combine 
Donley with Hind to teach storing an ID for uniquely identifying the terminal and the network 
address in a database by the management server, in a manner that they are associated with 
each other, when the certificate is confirmed to be correct because this validates the requester 
that the identity is verified as legitimate before responding with an associated address, thus, 
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protects from tampering or hacking (Hind - col. 3, lines 14-37 and col. 9, lines 50-67 and col. 14, 
lines 30-60). 

As per claim 7: See Hind - col. 3, lines 42-53 and col. 12, lines 15-42; discussing the method 
according to claim 6, wherein steps from reading the device ID to storing in the database are 
automatically carried out without involvement by a user. 

As per claim 8: See Hind - col. 9, lines 50-67 and col.l 1, lines 17-30 and col. 12, lines 15-42; 
discussing the method according to claim 6 further comprising: receiving a request for an 
inquiry about the network address of the terminal by the management server; searching through 
the database on the basis of the ID of the terminal by the management server, to acquire the 
network address of the terminal; and answering the network address by the management server. 
As per claim 9: 

Donley discloses a terminal device comprising: 

a holding unit which holds a specific device ID, the device ID being assigned so as to 
uniquely identify the terminal device itself; (col. 3, lines 59-60 and col. 6, lines 31-35 and 43-44; 
subscriber is the user and terminal given as communication device of the subscriber (col.4, lines 42-60).) 

an authentication request unit which reads the device ID from the holding unit, and sends 
the device ID to an authentication server which authenticates the terminal, to make a request 
for authentication; (col. 8, lines 14-18; device ID is given as credentials associated with the subscriber 
where it includes unique user/ subscriber identifier (col.6, lines 31-35 and 43-44).) 

a certificate acquisition unit which acquires a certificate, which certifies success in the 
authentication, from the authentication server; and (col. 6, lines 31-49 and col. 7, lines 8-11) 
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a registration request unit which sends the certificate to a management server which 
manages a network address for uniquely identifying the terminal device on a network (col. 8, 
lines 12-40), [to make a request for registration of the network address assigned to the own 
terminal device], (col. 8, lines 37-54) 

Although Donley discloses the terminal, Authentication server, and certificate server 
wherein the device ID identifies the terminal and its associated address. However, Donley did 
not go into details of the request for registration of the network address assigned to the terminal. 

Hind discloses an invention for using device certificates to authenticate serves before 
automatic address assignment (col.l, lines 14-18). Hind discusses a DNS server maintains a 
stored mapping of host names to IP addresses. Upon receiving a query for a particular host 
name, the DNS server can return the stored IP address mapped to the associated host name 
(col.l, lines 35-38). This suggests the ID and network address are associated with each other 
and are registered. Hind the server requesting an assigned address is authenticated before 
assigning an address thereto so that the source of the automatically assigned address can be 
authenticated before the address is used by the server (col. 3, lines 42-53 and col. 12, lines 15- 
42). Hind discusses receiving an address assignment response, authenticating the device and 
returning the address response to the server device (col. 4, lines 1 1-24). Hind uses a serial 
number or other identifier is used as a unique identifier that will authenticate the device (col.l 1, 
lines 56-67). Authentication at the physical level makes it much more difficult to compromise 
the security of the device (col. 9, lines 50-67) and validates the requester is authentic before 
obtaining and returning the requested address (col. 14, lines 30-60). Thus, Hind's invention 
provides protection from tampering and hacking (col. 3, lines 15-37). 



Application/ Control Number: 10/826,876 Page 12 

Art Unit: 2135 

Therefore, it would have been obvious for a person ordinary skills in the art to combine 
Donley with Hind to teach registers the ID and network address of the terminal in the database 
when the certificate is confirmed to be correct with the request for registration of the network 
address of the terminal because this validates the requester that the identity is verified as 
legitimate before responding with an associated address, thus, protects from tampering or 
hacking (Hind - col.3, lines 14-37 and col.9, lines 50-67 and col. 14, lines 30-60). 
As per claim 10: 

Donley discloses a method for managing communication comprising: 

reading a specific device ID from a memory, the device ID being assigned so as to uniquely 
identify a terminal; (col. 6, lines 31-35; subscriber is the user and terminal given as communication 
device of the subscriber (col. 4, lines 42-60).) 

sending the device ID to an authentication server which authenticates the terminal, to 
make a request for authentication; (col. 8, lines 14-18; device ID is given as credentials associated 
with the subscriber where it includes unique user/ subscriber identifier (col.6 ? lines 31-35 and 43-44).) 

acquiring a certificate, which certifies success in the authentication, from the 
authentication server; and (col. 6, lines 31-49 and col. 7, lines 8-11) 

sending the certificate to a management server which manages a network address for 
uniquely identifying the terminal on a network (col. 7, lines 8-13 and col. 8, lines 12-40), in order 
to [make a request for registration of the network address assigned to the terminal]. 
(col.8, lines 37-54) 
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Although Donley discloses the terminal, Authentication server, and certificate server 
wherein the device ID identifies the terminal and its associated address. However, Donley did 
not go into details of the request for registration of the network address assigned to the terminal. 

Hind discloses an invention for using device certificates to authenticate serves before 
automatic address assignment (col.l, lines 14-18). Hind discusses a DNS server maintains a 
stored mapping of host names to IP addresses. Upon receiving a query for a particular host 
name, the DNS server can return the stored IP address mapped to the associated host name 
(col.l, lines 35-38). This suggests the ID and network address are associated with each other 
and are registered. Hind the server requesting an assigned address is authenticated before 
assigning an address thereto so that the source of the automatically assigned address can be 
authenticated before the address is used by the server (col. 3, lines 42-53 and col. 12, lines 15- 
42). Hind discusses receiving an address assignment response, authenticating the device and 
returning the address response to the server device (col. 4, lines 1 1-24). Hind uses a serial 
number or other identifier is used as a unique identifier that will authenticate the device (col. 1 1 , 
lines 56-67). Authentication at the physical level makes it much more difficult to compromise 
the security of the device (col. 9, lines 50-67) and validates the requester is authentic before 
obtaining and returning the requested address (col. 14, lines 30-60). Thus, Hind's invention 
provides protection from tampering and hacking (col. 3, lines 15-37). 

Therefore, it would have been obvious for a person ordinary skills in the art to combine 
Donley with Hind to teach registers the ID and network address of the terminal in the database 
when the certificate is confirmed to be correct with the request for registration of the network 
address of the terminal because this validates the requester that the identity is verified as 
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legitimate before responding with an associated address, thus, protects from tampering or 
hacking (Hind - col.3, lines 14-37 and col. 9, lines 50-67 and col. 14, lines 30-60). 
11. The method according to claim 10, further comprising, prior to the step of sending the 
certificate to make the request for registration: making a request of a connection server for 
mediating connection to the network to connect the terminal to the network; and acquiring the 
network address assigned by the connection server to the terminal, wherein, in the step of 
sending the certificate to make the request for registration, registration of the network address 
assigned by the connection server is required. 
As per claim 12: 

Donley discloses a computer program which makes a computer carry out: 
a function of reading a specific device ID from a memory, the device ID being assigned so 
as to uniquely identify a terminal; (col.3, lines 59-60 and col. 6, lines 31-35 and 43-44; subscriber 
is the user and terminal given as communication device of the subscriber (col.4, lines 42-60).) 

a function of sending the device ID to an authentication server which authenticates the 
terminal, to make a request for authentication; (col. 8, lines 14-18; device ID is given as credentials 
associated with the subscriber where it includes unique user/ subscriber identifier (col.6, lines 31-35 and 
43-44).) 

a function of acquiring a certificate, which certifies success in the authentication, from the 
authentication server; and (col.6, lines 31-49 and col. 7, lines 8-11) 

a function of sending the certificate to a management server which manages a network 
address for uniquely identifying the terminal on a network (col. 7, lines 8-13 and col. 8, lines 12- 
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40), in order to [make a request for registration of the network address assigned to the terminal], 
(col.8, lines 37-54) 

Although Donley discloses the terminal, Authentication server, and certificate server 
wherein the device ID identifies the terminal and its associated address. However, Donley did 
not go into details of the request for registration of the network address assigned to the terminal. 

Hind discloses an invention for using device certificates to authenticate serves before 
automatic address assignment (col.l, lines 14-18). Hind discusses a DNS server maintains a 
stored mapping of host names to IP addresses. Upon receiving a query for a particular host 
name, the DNS server can return the stored IP address mapped to the associated host name 
(col.l, lines 35-38). This suggests the ID and network address are associated with each other 
and are registered. Hind the server requesting an assigned address is authenticated before 
assigning an address thereto so that the source of the automatically assigned address can be 
authenticated before the address is used by the server (col. 3, lines 42-53 and col. 12, lines 15- 
42). Hind discusses receiving an address assignment response, authenticating the device and 
returning the address response to the server device (col. 4, lines 1 1-24). Hind uses a serial 
number or other identifier is used as a unique identifier that will authenticate the device (col. 1 1 , 
lines 56-67). Authentication at the physical level makes it much more difficult to compromise 
the security of the device (col. 9, lines 50-67) and validates the requester is authentic before 
obtaining and returning the requested address (col. 14, lines 30-60). Thus, Hind's invention 
provides protection from tampering and hacking (col. 3, lines 15-37). 

Therefore, it would have been obvious for a person ordinary skills in the art to combine 
Donley with Hind to teach registers the ID and network address of the terminal in the database 
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when the certificate is confirmed to be correct with the request for registration of the network 
address of the terminal because this validates the requester that the identity is verified as 
legitimate before responding with an associated address, thus, protects from tampering or 
hacking (Hind - col. 3, lines 14-37 and col. 9, lines 50-67 and col. 14, lines 30-60). 
As per claim 13: 

Donley discloses a computer-readable recording medium which stores a program to make 
a computer carry out: 

a function of reading a specific device ID from a memory, the device ID being assigned so 
as to uniquely identify a terminal; (col. 3, lines 59-60 and col. 6, lines 31-35 and 43-44; subscriber 
is the user and terminal given as communication device of the subscriber (col.4, lines 42-60).) 

a function of sending the device ID to an authentication server which authenticates the 
terminal, to make a request for authentication; (col. 8, lines 14-18; device ID is given as credentials 
associated with the subscriber where it includes unique user/ subscriber identifier (col.6 y lines 31-35 and 
43-44).) 

a function of acquiring a certificate, which certifies success in the authentication, from the 
authentication server; and (col. 6, lines 31-49 and col. 7, lines 8-11) 

a function of sending the certificate to a management server which manages a network 
address for uniquely identifying the terminal on a network (col. 7, lines 8-13 and col. 8, lines 12- 
40), in order to [make a request for registration of the network address assigned to the terminal]. 
(col.8, lines 37-54) 
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Although Donley discloses the terminal, Authentication server, and certificate server 
wherein the device ID identifies the terminal and its associated address. However, Donley did 
not go into details of the request for registration of the network address assigned to the terminal. 

Hind discloses an invention for using device certificates to authenticate serves before 
automatic address assignment (col.l, lines 14-18). Hind discusses a DNS server maintains a 
stored mapping of host names to IP addresses. Upon receiving a query for a particular host 
name, the DNS server can return the stored IP address mapped to the associated host name 
(col.l, lines 35-38). This suggests the ID and network address are associated with each other 
and are registered. Hind the server requesting an assigned address is authenticated before 
assigning an address thereto so that the source of the automatically assigned address can be 
authenticated before the address is used by the server (col. 3, lines 42-53 and col. 12, lines 15- 
42). Hind discusses receiving an address assignment response, authenticating the device and 
returning the address response to the server device (col. 4, lines 1 1-24). Hind uses a serial 
number or other identifier is used as a unique identifier that will authenticate the device (col. 1 1 , 
lines 56-67). Authentication at the physical level makes it much more difficult to compromise 
the security of the device (col. 9, lines 50-67) and validates the requester is authentic before 
obtaining and returning the requested address (col. 14, lines 30-60). Thus, Hind's invention 
provides protection from tampering and hacking (col. 3, lines 15-37). 

Therefore, it would have been obvious for a person ordinary skills in the art to combine 
Donley with Hind to teach registers the ID and network address of the terminal in the database 
when the certificate is confirmed to be correct with the request for registration of the network 
address of the terminal because this validates the requester that the identity is verified as 
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legitimate before responding with an associated address, thus, protects from tampering or 
hacking (Hind - col.3, lines 14-37 and col. 9, lines 50-67 and col. 14, lines 30-60). 
As per claim 14: 

Donley discloses a management server comprising: 

a database which holds an ID for uniquely identifying a terminal and a network address of 
the terminal in a manner that they are associated with each other; (col. 8, lines 19-30; subscriber 
is the user and terminal given as communication device of the subscriber (col.4, lines 42-60).) 

a registration reception unit which acquires a certificate from the terminal and [receiving a 
request for registering a network address of the terminal], the certificate being issued by an 
authentication server which authenticates the terminal to certify success in authentication of 
the terminal; 

a registration unit which verifies the correctness of the certificate, and [registers the ID and 
the network address of the terminal in the database, when the certificate is confirmed to be 
correct]; 

an inquiry reception unit which receives a request for an inquiry about the network 
address of the terminal; (col. 8, lines 12-18; device ID is given as credentials associated with the 
subscriber where it includes unique user/ subscriber identifier (col.6, lines 31-35 and 43-44).) 

a search unit which searches through the database on the basis of the ID of the terminal 
as the target of the inquiry, to acquire the network address of the terminal; and (col. 8, lines 19- 
40) 

an answer unit which answers search result, (col. 8, lines 37-54) 
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Although Donley discloses the terminal, authentication server, and certificate server 
wherein the device ID identifies the terminal and its associated address. However, Donley did 
not go into details of the request for registration of the network address of the terminal and 
registers the ID and network address of the terminal in the database when the certificate is 
confirmed to be correct. 

Hind discloses an invention for using device certificates to authenticate serves before 
automatic address assignment (col.l, lines 14-18). Hind discusses a DNS server maintains a 
stored mapping of host names to IP addresses. Upon receiving a query for a particular host 
name, the DNS server can return the stored IP address mapped to the associated host name 
(col.l, lines 35-38). This suggests the ID and network address are associated with each other 
and are registered. Hind the server requesting an assigned address is authenticated before 
assigning an address thereto so that the source of the automatically assigned address can be 
authenticated before the address is used by the server (col. 3, lines 42-53 and col. 12, lines 15- 
42). Hind discusses receiving an address assignment response, authenticating the device and 
returning the address response to the server device (col. 4, lines 1 1-24). Hind uses a serial 
number or other identifier is used as a unique identifier that will authenticate the device (col. 1 1 , 
lines 56-67). Authentication at the physical level makes it much more difficult to compromise 
the security of the device (col. 9, lines 50-67) and validates the requester is authentic before 
obtaining and returning the requested address (col. 14, lines 30-60). Thus, Hind's invention 
provides protection from tampering and hacking (col. 3, lines 15-37). 

Therefore, it would have been obvious for a person ordinary skills in the art to combine 
Donley with Hind to teach registers the ID and network address of the terminal in the database 
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when the certificate is confirmed to be correct with the request for registration of the network 
address of the terminal because this validates the requester that the identity is verified as 
legitimate before responding with an associated address, thus, protects from tampering or 
hacking (Hind - col. 3, lines 14-37 and col. 9, lines 50-67 and col. 14, lines 30-60). 
As per claim 15: 

Donley discloses a method for managing communication comprising: 
acquiring a certificate from a terminal, and [receiving a request for registering a network 
address of the terminal], the certificate being issued by an authentication server which 
authenticates the terminal to certify success in authentication of the terminal; (col. 8, lines 19- 
30; subscriber is the user and terminal given as communication device of the subscriber (col.4, lines 42- 
60).) 

verifying the correctness of the certificate, and [registering an ID for uniquely identifying the 
terminal and the network address of the terminal in a database, when the certificate is confirmed 
to be correct^ 

receiving a request for an inquiry about the network address of the terminal; (col. 8, lines 
13-18; device ID is given as credentials associated with the subscriber where it includes unique 
user/ subscriber identifier (col.6 ? lines 31-35 and 43-44).) 

searching through the database on the basis of the ID of the terminal as the target of the 
inquiry, to acquire the network address of the terminal; and (col. 8, lines 19-40) 

answering search result, (col. 8, lines 37-54) 

Although Donley discloses the terminal, Authentication server, and certificate server 
wherein the device ID identifies the terminal and its associated address. However, Donley did 
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not go into details of the request for registration of the network address of the terminal and 
registers the ID and network address of the terminal in the database when the certificate is 
confirmed to be correct. 

Hind discloses an invention for using device certificates to authenticate serves before 
automatic address assignment (col.l, lines 14-18). Hind discusses a DNS server maintains a 
stored mapping of host names to IP addresses. Upon receiving a query for a particular host 
name, the DNS server can return the stored IP address mapped to the associated host name 
(col.l, lines 35-38). This suggests the ID and network address are associated with each other 
and are registered. Hind the server requesting an assigned address is authenticated before 
assigning an address thereto so that the source of the automatically assigned address can be 
authenticated before the address is used by the server (col. 3, lines 42-53 and col. 12, lines 15- 
42). Hind discusses receiving an address assignment response, authenticating the device and 
returning the address response to the server device (col. 4, lines 1 1-24). Hind uses a serial 
number or other identifier is used as a unique identifier that will authenticate the device (col. 1 1 , 
lines 56-67). Authentication at the physical level makes it much more difficult to compromise 
the security of the device (col. 9, lines 50-67) and validates the requester is authentic before 
obtaining and returning the requested address (col. 14, lines 30-60). Thus, Hind's invention 
provides protection from tampering and hacking (col. 3, lines 15-37). 

Therefore, it would have been obvious for a person ordinary skills in the art to combine 
Donley with Hind to teach registers the ID and network address of the terminal in the database 
when the certificate is confirmed to be correct with the request for registration of the network 
address of the terminal because this validates the requester that the identity is verified as 
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legitimate before responding with an associated address, thus, protects from tampering or 
hacking (Hind - col.3, lines 14-37 and col. 9, lines 50-67 and col. 14, lines 30-60). 
As per claim 16: 

Donley discloses a computer program which makes a computer carry out: 
a function of acquiring a certificate from a terminal, and [receiving a request for registering 
a network address of the terminal], the certificate being issued by an authentication server which 
authenticates the terminal to certify success in authentication of the terminal; (col. 8, lines 19- 
30; subscriber is the user and terminal given as communication device of the subscriber (col.4, lines 42- 
60).) 

a function of verifying the correctness of the certificate, and [registering an ID for uniquely 
identifying the terminal and the network address of the terminal in a database, when the 
certificate is confirmed to be correct]; 

a function of receiving a request for an inquiry about the network address of the terminal; 
(col. 8, lines 13-18; device ID is given as credentials associated with the subscriber where it includes 
unique user/ subscriber identifier (col.6, lines 31-35 and 43-44).) 

a function of searching through the database on the basis of the ID of the terminal as the 
target of the inquiry, to acquire the network address of the terminal; and (col. 8, lines 19-40) 

a function of answering search result, (col. 8, lines 37-54) 

Although Donley discloses the terminal, Authentication server, and certificate server 
wherein the device ID identifies the terminal and its associated address. However, Donley did 
not go into details of the request for registration of the network address of the terminal and 
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registers the ID and network address of the terminal in the database when the certificate is 
confirmed to be correct. 

Hind discloses an invention for using device certificates to authenticate serves before 
automatic address assignment (col.l, lines 14-18). Hind discusses a DNS server maintains a 
stored mapping of host names to IP addresses. Upon receiving a query for a particular host 
name, the DNS server can return the stored IP address mapped to the associated host name 
(col.l, lines 35-38). This suggests the ID and network address are associated with each other 
and are registered. Hind the server requesting an assigned address is authenticated before 
assigning an address thereto so that the source of the automatically assigned address can be 
authenticated before the address is used by the server (col. 3, lines 42-53 and col. 12, lines 15- 
42). Hind discusses receiving an address assignment response, authenticating the device and 
returning the address response to the server device (col. 4, lines 1 1-24). Hind uses a serial 
number or other identifier is used as a unique identifier that will authenticate the device (col. 1 1 , 
lines 56-67). Authentication at the physical level makes it much more difficult to compromise 
the security of the device (col. 9, lines 50-67) and validates the requester is authentic before 
obtaining and returning the requested address (col. 14, lines 30-60). Thus, Hind's invention 
provides protection from tampering and hacking (col. 3, lines 15-37). 

Therefore, it would have been obvious for a person ordinary skills in the art to combine 
Donley with Hind to teach registers the ID and network address of the terminal in the database 
when the certificate is confirmed to be correct with the request for registration of the network 
address of the terminal because this validates the requester that the identity is verified as 
legitimate before responding with an associated address, thus, protects from tampering or 
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hacking (Hind - col. 3, lines 14-37 and col. 9, lines 50-67 and col. 14, lines 30-60). 
As per claim 1 7: 

Donley discloses a computer-readable recording medium which stores a program to make 
a computer carry out: 

a function of acquiring a certificate from a terminal, and [receiving a request for registering 
a network address of the terminal], the certificate being issued by an authentication server which 
authenticates the terminal to certify success in authentication of the terminal; (col. 8, lines 19- 
30; subscriber is the user and terminal given as communication device of the subscriber (col.4, lines 42- 
60).) 

a function of verifying the correctness of the certificate, and [registering an ID for uniquely 
identifying the terminal and the network address of the terminal in a database, when the 
certificate is confirmed to be correct]; 

a function of receiving a request for an inquiry about the network address of the terminal; 
(col. 8, lines 13-18; device ID is given as credentials associated with the subscriber where it includes 
unique user/ subscriber identifier (col.6, lines 31-35 and 43-44).) 

a function of searching through the database on the basis of the ID of the terminal as the 
target of the inquiry, to acquire the network address of the terminal; and (col. 8, lines 19-40) 

a function of answering search result, (col. 8, lines 37-54) 

Although Donley discloses the terminal, Authentication server, and certificate server 
wherein the device ID identifies the terminal and its associated address. However, Donley did 
not go into details of the request for registration of the network address of the terminal and 
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registers the ID and network address of the terminal in the database when the certificate is 
confirmed to be correct. 

Hind discloses an invention for using device certificates to authenticate serves before 
automatic address assignment (col.l, lines 14-18). Hind discusses a DNS server maintains a 
stored mapping of host names to IP addresses. Upon receiving a query for a particular host 
name, the DNS server can return the stored IP address mapped to the associated host name 
(col.l, lines 35-38). This suggests the ID and network address are associated with each other 
and are registered. Hind the server requesting an assigned address is authenticated before 
assigning an address thereto so that the source of the automatically assigned address can be 
authenticated before the address is used by the server (col. 3, lines 42-53 and col. 12, lines 15- 
42). Hind discusses receiving an address assignment response, authenticating the device and 
returning the address response to the server device (col. 4, lines 1 1-24). Hind uses a serial 
number or other identifier is used as a unique identifier that will authenticate the device (col. 1 1 , 
lines 56-67). Authentication at the physical level makes it much more difficult to compromise 
the security of the device (col. 9, lines 50-67) and validates the requester is authentic before 
obtaining and returning the requested address (col. 14, lines 30-60). Thus, Hind's invention 
provides protection from tampering and hacking (col. 3, lines 15-37). 

Therefore, it would have been obvious for a person ordinary skills in the art to combine 
Donley with Hind to teach registers the ID and network address of the terminal in the database 
when the certificate is confirmed to be correct with the request for registration of the network 
address of the terminal because this validates the requester that the identity is verified as 
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legitimate before responding with an associated address, thus, protects from tampering or 
hacking (Hind - col.3, lines 14-37 and col. 9, lines 50-67 and col. 14, lines 30-60). 

Conclusion 

Any inquiry concerning this communication or earlier communications from the examiner 
should be directed to LEYNNA T. HA whose telephone number is (571) 272-3851. The examiner 
can normally be reached on Monday - Thursday (7:00 - 5:00PM). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on (571) 272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private 
PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you 
would like assistance from a USPTO Customer Service Representative or access to the 
automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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